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Abstract

Industrial Control Systems (ICS) are integral to the operation of critical infr
sectors, yet their increasing adoption makes them attractive targets for cyberattacks.
Compromising these systems can lead to significant operational disruptions, safety concerns,
and threats to public welfare.

This thesis proposes a novel architecture that integrates honeypots across all layers of
the Industry 4.0 framework. The system incorporates automated detection and response
mechanisms and leverages a combination of technologies, including Security Information and
Event Management (SIEM), Snort Intrusion Detection System (IDS), Wazuh, Malware
Information Sharing Platform (MISP) as a Cyber Threat Intelligence (CTI) tool, and the ELK
stack. The architecture demonstrates enhanced threat detection and defense capabilities
compared to conventional security measures in industrial environments. Furthermore, it
emphasizes the critical role of proactive security strategies and threat intelligence in
safeguarding ICS infrastructures.
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